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Introduction
As the volume and complexity of cyber threats increase, contextualizing and prioritizing incidents
becomes critical. Enterprises struggle to hire enough malware analysts, and enterprise SOC teams are
required to deal with an ever-growing queue of alerts. The industry needs to respond to incidents with
tools that are effective and simple.

Anomali ThreatStream aggregates and organizes feeds from multiple trusted partners, providing diverse
threat intelligence within their platform. PolySwarm seamlessly integrates via API and allows Anomali’s
users to obtain file and URL reputation services with a single click, in real-time, from a network of
commercial and researcher driven malware detection engines. PolySwarm enriches samples with diverse
threat indicators and allows threat hunters and SOC analysts to search for and identify relationships
between diverse malware families and threat indicators. PolySwarm also provides a final score derived
from crowdsourced opinions ( PolyScoreTM), a single number that reflects the probability that a given file
contains malware.

PolySwarm uniquely addresses emergent and 0-day malware by using a network of research-driven
engines that compete in real-time to detect malware. These engines are niche, highly specialized, and
yield better accuracy rates within their field of expertise. Engines are economically rewarded for early and
accurate detection and enterprises benefit from deeper coverage of the malware landscape and 0-day
threats.

Enrichment Install Prerequisites
1. A PolySwarm API key is required. To obtain an API key, contact your Anomali Sales

Engineer/Customer Success Engineer or contact sales@polyswarm.io
2. Have a licensed instance of Anomali.

PolySwarm Enrichment

Configuration
1. Download the enrichment for the APP Store or contact PolySwarm for a guided install
2. On the Polyswarm entry in the APP Store click “Get Access”

mailto:sales@polyswarm.io
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3. In the popup, click “I have credentials”

4. Provide the API key gained from Enrichment Install Prerequisites section above

5. Click Save Changes
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Enrichment Operation
Quick Overview

1. Import your intelligence (SHA256, SHA1 or MD5 digest,
domain, ip address)

2. Use PolySwarm’s enrichment to view additional details about the hash or
malware associated with the domain or ip address.

Import Intelligence
1. From the home screen click on Manage > Import

2. From the Imports screen click on Actions > New Import

3. Make sure this dialog says File/Text then click New Import

4. Copy your Hash Value, Domain, or IP into the Paste Intelligence section
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5. At the bottom of the screen click the box to Auto-Approve (if your security policies allow) then click on
import.

6. A new Observable should be available to you under the Analyze Observables menu at the top of the
screen

7. Click on the appropriate Observable to view details. In this case, the hash/domain/ip shown in Step 4
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Observable Details - Hash
PolySwarm offers a variety of metadata about this Observable

● Malware Detections
● File Details
● Detections Over Time
● Sandbox
● MITRE ATT&CK Framework

Types of hashes supported

● sha256
● md5
● sha1
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Malware Detections
The PolyScore represents the likelihood that the artifact is malicious or not. It is a scale between 0 (benign) and
1 (very malicious). The Engine Detections graph is a visual representation of the number of engines that
convicted the artifact, the number who found the artifact benign and the number who did not assert. Clicking or
hovering over the green or red part of the pie chart will show the number of engines that found the engine
benign or malicious. The detections listing is a breakdown of all the engines that responded to the artifact, their
assertion (malicious or benign) and the malware family where the scanner assigned the malware (if available).
The PolyScore, scanner list and assertions can change over time depending on if the artifact is rescanned or
not.

Below the detections chart is a summary of the last scan. Included in this chart is the date of the last scan and
a summary of the total assertions count, benign assertions count and malicious assertions count.



8

File Details
Artifact Attributes

Information in this section will give you additional details of the artifact providing additional context about the
artifact.

Property Possible Values Notes

PolyScore 0 - 1 Decimal between 0 - 1 that indicates the probability of
maliciousness of the artifact taking historical engine
performance into account

Link URL Permalink to the artifact on polyswarm.network for
additional information.

Malware Family Name String Malware family name as determined by the longest name
provided by an engine

PolyScore Interpretation Malicious, Suspicious, or
Benign

First Seen Date and time (UTC) This is the date and time the file was first seen on the
PolySwarm marketplace

Last Scanned Date and time (UTC) This is the date and time the file was last scanned on the
PolySwarm marketplace

Tags String Features and functions of the malware

Families String Groups of malware

Countries that Requested a Scan 2 digit county code Location of IP address that submitted the artifact for
scanning

MIME Type MIMEtype of the file

Extended Type Extended MIMEtype of the file
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Artifact Hashes

Depending on the artifact type, not all hashes may be shown. Some hashes are not supported on some
artifact types.

Property Possible Values Notes

authentihash Any valid hash for the given type Fuzzy hash value used to find similar files

md5 Any valid hash for the given type MD5 of artifact

sha1 Any valid hash for the given type SHA1 of artifact

sha256 Any valid hash for the given type SHA256 of artifact

sha512 Any valid hash for the given type SHA512 of artifact

ssdeep Any valid hash for the given type Fuzzy hash value used to find similar files

tlsh Any valid hash for the given type Fuzzy hash value used to find similar files

imphash Any valid hash for the given type Hash of the import functions of the artifact (only visible for PE files)
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Detections Over Time
This shows trends over time for the PolyScore and engine verdicts on the maliciousness of the artifact. This
information is only available in the Anomali integration. Normally only the first and last scan is available in our
metadata. PolyScores are normally created on the fly using the latest scoring methodology and engine results
when a hash lookup is requested. Historical PolyScores could be based on prior models and applied to the
assertions and engine’s recent history at the time of scan. PolyScores across models are not comparable. Note:
Sometimes the chart may not show the labels of all the engines on the y-axis due to limits in chart sizes.
Hovering your mouse over any of the red or green dots will show the engine and their verdict.

If there has only been a single scan done on the artifact, then you will see the message below along with the
same table as the detections tab. If you click on the message, you will be redirected to the polyswarm.network
portal where you can click on Rescan to resubmit the artifact to the engines to get an updated scan result. Once
the results have been returned, if you refresh the ThreatStream screen, the updated results will be displayed.
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If you get the following error message, your API key does not have the correct permissions. Please contact
PolySwarm support for assistance (support@polyswarm.io)

Sandbox
This tab displays the imphash and all ip addresses, urls, and domains that our sandboxes have extracted
from the malware. Not all samples have been run through our sandboxes so not all samples will have data
on this tab.
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MITRE ATT&CK Framework
This tab displays the tactics, techniques, and procedures (TTPs) that the malware has displayed when it was run
in our sandboxes. Not all samples are run through our sandboxes so not all samples will have data on this tab.
More information about the MITRE ATT&CK Framework can be found at https://attack.mitre.org/

https://attack.mitre.org/
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Enrichment View - Hash
The PolySwarm Enrichment View allows the analyst to pivot to similar file indicators such as associated file names,
associated malware and IP/domain information related to the hash of the Observable using PolySwarm’s metadata.

● Right clicking the hash will bring up the option to enrich your hash using PolySwarm’s metadata.

Enrichment Type Details

Search Hashes Creates node that contains a number of other hashes associated to the Observable

Search IPs List all the IPs discovered during static analysis of the file up to a limit of 50 returned values.

Search URLs List all the URLs discovered during static analysis of the file up to a limit of 50 returned values.

Search Domains List all the domain(s) discovered during static analysis of the file up to a limit of 50 returned values.
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● If the Observable has associated domains, right clicking on the domain will bring up the option to search for
other malware artifacts that contain the same domain (up to 100 artifacts)
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Observable Details - Domain
PolySwarm offers a variety of additional information about this Observable

● Summary of Related Files
● Related Files
● Detections for the Related Files

Summary: Malicious Artifacts Containing This Domain

This chart shows the number of linked artifacts within the PolySwarm marketplace that contain the domain in
question and if these samples are malicious or benign. Because some domains may be contained in 1000’s
of samples, results are limited to 25 artifacts.

Related Artifacts

This chart shows hashes of other artifacts that contain the same observable domain. Additional
information about the hash is also shown including if it is malicious or benign, number of engines that
detected the sample malicious based on the last scan done on the artifact and the associated
PolyScore of the file. Note: The full hash may not be fully shown so you may need to adjust the
column sizes to expose the full hash.
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Detections on Related File Listing

This shows details on all of the related files from the above listing with full breakout of all engine assertions
and associated malware family (if applicable and provided). There is a similar entry for each of the related
files in the related files listing.
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Enrichment View - Domain
The PolySwarm Enrichment View allows the analyst from a graphical view to see all associated hashes for the
domain in question.

● Right clicking the hash will bring up the option to enrich the domain with any associated hashes that contain
this domain. Resulting hashes are in SHA256 format. Total results are limited to 100 artifacts. Depending
on your Node Search Limit setting, you may need to rerun this enrichment several times to see all 100
potential results.

● Exploding out the hash node will show all the related hash values. Hovering over a hash will show the other
hash values (MD5, SHA1) and latest scan results of the given SHA256 hash. You will need to scroll over to
see this additional information.
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Enrichment View - IP
The PolySwarm Enrichment View allows the analyst from a graphical view to see all associated hashes for the
ip in question.

● Right clicking the hash will bring up the option to enrich the ip with any associated hashes that contain this
ip. Resulting hashes are in SHA256 format. Total results are limited to 100 artifacts. Depending on your
Node Search Limit setting, you may need to rerun this enrichment several times to see all 100 potential
results.


